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Passwords – What you know

“yppasswd” can be used to change your
password on Sciama.



Encrypted pw compared with 
passwd file on Sciama

Hashed (encrypted)
password



Brute force and ignorance

Hashed (encrypted)
password



Introducing the SSH Key (pair)

NEVER share a private key !!



Gobbledygook (eg. Ssh key file)

ssh-rsa 
AAAAB3NzaC1yc2EAAAABIwAAAQEA4d
CxHdxl6R5k5ZZbWiMRQC2cgC4W9sK4P
svJj3p4Jmt7sy1cdZPP2k8698RTexUi2Lxej
oH5v1HRCkWz8WsHHdbNLOwt/FN7e/FA
91xy/UrO7VdBgEndN3DmYZ1cLK9Sq01n
wsw6H0hUL0k98+Qfc10Hoh/+QHTmII+
EXt2hKRdnda2GAw148zXOPCXL1EnL4fR
f90fe9nv9DGrQGM9s3epWMxBMEwU9fqv
boo+CtNtYOCx20OecSZ61sDpKyPefrihPJ
ACBwcBHBSvCdxpfV6NO+0ZUVpvFU0zK
T1oJtswKIVJjcxRJZnekttNUT5ttyfHcrNM5
Xg/HRqgW2Dqa7Q==

Example public 
key. You can cut
and paste into
Emails etc.



What you know and
what you have.



Public & Private + PassPhrase

Pass phrase unlocks the private key
so it can be encrypted and sent to
Sciama for matching with the public key



Private key can be hacked

Hacker Ltd Op1&L(*%)
Op2&L(*%)

Op3&L(*%)
Op4&L(*%)

Op5&L(*%)
Op6&L(*%)

Op7&L(*%)
Op8&L(*%)

Post-It

pw = R over

key

Pass Phrase

Private Key

Pass phrase must be sensible.
If hacked then remove Public keys.  



On Sciama you may have several 
public keys concatenated

A private key may be
used on more than one
desktop / laptop.



Linux / MAC = ssh-keygen



id_rsa

Private key kept safe on desktop
in $HOME/.ssh/id_rsa

Pass Phrase



SC AMAid_rsa.pub

Public key concatenated in 
$HOME/.ssh/authorized_keys
on Sciama

Can be sent to other 
systems



If you have passwd access 
ssh-copy-id 



Same key on each login server
($HOME/.ssh is the same)
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Public Key File
Stored on Sciama in
$HOME/.ssh/authorized_keys

Public



First time will warn you about host 
and prompt for pass phrase



From then on will prompt for 
pass phrase (local challenge) 



Ssh-agent enters pass phrase 
for you



(Training)[burtong@login6(sciama) ~]$ssh login7
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@
@    WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!     @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@@@@@@@@@@@@@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
ac:f6:31:0c:ac:b2:76:f1:2c:bc:40:1c:43:71:e4:62.
Please contact your system administrator.
Add correct host key in /users/burtong/.ssh/known_hosts to get rid of this message.
Offending key in /users/burtong/.ssh/known_hosts:259
Password authentication is disabled to avoid man-in-the-middle attacks.
Keyboard-interactive authentication is disabled to avoid man-in-the-middle attacks.
Last login: Sat Apr 28 16:06:30 2018 from host86-189-176-148.range86-189.btcentralplus.com

Common Problem

Login7 needs to be removed
from the $HOME/.ssh/known_hosts
file on the client



Windows - Putty, Puttygen & Pageant



Create key by random mouse 
movements



Putty Key Gen

Entering a 
pass phrase 
is mandatory

Save both public
and private keys



SC AMA
Public key concatenated in 
$HOME/.ssh/authorized_keys
on Sciama

Can be sent to other 
systems



WinSCP connect to Login 
server with supplied pw



Acknowledge Warning



Transfer public key to .ssh
directory



Login in with password and 
create an authorized_keys file



Private key kept safe on desktop

Pass Phrase



On Windows Putty is best 
connection tool. 



Add key path to Putty ssh auth



You will be prompted for pass 
phrase



Use Pageant (agent) found in 
tool bar.



Using the agent gives you login 
with out typing the pass phrase



Either have agent or key not both. Use agent.

X2go



Nomachine


